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DEALINGWITHTHEWEBSITEDATA
> Before creating search forterm process we should shed

thelighton:
e Thelooping concept.

e Some statementofloopingin phplanguage

We needinsome programstorepeatacertain code many
timesorrepeating itto a certainlimitand this is what we will
use whenwriting PHP code

» PHPlanguage affords looping statement like

(For - While —do... While)
» Some examples onthe usage of looping statements
» Using while statement:

<?PHP

$x = I:

Wwhile ($x <=
100)

{

Echo ($x);
Echo ("<Br>");
$x ++;

¥

>

» Using For statement

. <IPHP

. For ($x = I;$x <= 100; $x ++)
A

. Echo ($x);

. Echo ("<Br>");

»

D>

» Using Do

while statement

23N O Tl ) N

<?PHP
$x=1;
DO

{
Echo ($x . "<Br=>*)
$x ++;

}
While ($x < = 100);
2>

It is used to execute unknown or un limited number
of repetitions and these repetitions can be executed

only on one condition at first, testing the condition
and be sure the result is true.
(1 : 5¢ ing i 1 b

internet.

Is used in executing an unlimited or unknown

number of repetitions , and you start in executing a
repetitive circle once before testing the condition if
it is true.

Example { printing the primary value of the variable }

It is used to execute known or limited number of
repetitions. It works the same way as while
statement.

Example (printing the email address of the ministry
wehsite 10 times).
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THEMOSTIMPORTANT CODES ANENTRY INSECURING WEBSITES

» Securing websites is a necessity to stop penetration,
which leads to many harms and negative results like:

1. Stealing or losing important database that may lead to great

<Tr> <[Tr> (Declaring Row) problemsinallfields.

<Td> <[Td> (Declaring Columns) 2. Getting foundational or personal information and what
harms it may cause

ALy el e 3.Showing unsuitable content that it might contains political,
> (End of PHP Code) religious, ethical attitudes.

Include (“Header.Php”) Including Header & Connection Pages 4.Deformingthe image ofthe foundation orthe personwho
Include (“Connection.Php”)  With The current page. owns the website generally.

_ THEPENETRATION CONCEPT

It's generally called website hacking by using the penetrator
("SET NAMES 'UTF8™)  To Deal With Arabic without strange .
rnbol ciack s TP the hackerawayoraweak programthat enables himtoget

= : the validity of controlling the website management or dealing
(mysql_query ) result of the query in the variable

feci . - with its database by any way (showing, deletion, editing and
elec (searching for all the fields of the data table)

soon).
While (looping statement)
(print) THEWAYS OF PROTECTING THEWEBSITE

(end of php statement) 1. Protecting server (website hosting)Protecting the website
here istheresponsibility of the sever or website hosting
where it makes / sets security options & controls.
2.Protectingthe website developers

$ num (number of records) e Besureoftheinputs before savingitinthe database.
<br> New line ° Encrypt password.

<Table> </Table> Declaring Table

<a>«<fas creating a hyperlink

BTS2 00N BY] B OUPU=SN A NWON B WY FY SP Sy PODO T T



e Managingthe important website folders with strong
passwords.

e Specifyingthe user'svalidity correctly and clearly.

SOMEPRECAUTIONS TO KEEP SECURING THE

WEBSITE

1- Keep software up to date

Be sure ofthe continual updating programsthatare inuse.

2- Dealing with error messages

It'snecessaryto knowthe possible errors & try to hide them.
Because these errors make the website weak and easytobe
penetrated.

3-The certainty of the correct input data validation from the user
website visitor.

Ifthis doesn’t happen, it paves the wayto penetrating the
website. Thisthroughinserting inputs causes penetration, so
one ofthe main bases of protecting from penetrationistobe
sure ofthe userinput data.

For Example:

The certainty of the field contains values thatdon’t exceed
some oranumber of letters ortobe surethefieldis notempty,
that’sbythe (if ) clause inthe code ofthe used languagesto be
sure ofthe input datavalidity.

We candothatontwo levels:

Firstly: usingthe server &by using php code

Secondly:the client server & by using javascript code.

IF ($term !=="" && $trans " && sdefe

&&!empty(sfile)

{

The code that is executed for the certainty that the
previous variables are not empty.

}I'hird ly: Passwords:

Passwords should be complicated so it would be difficulttoa
penetratortodiscoverit, especiallythe server password and the
site admin password and the database passwords.

Note:

Forthe private passwords ofthe websites users: we could force
the usertoinsert passwords with special characteristics.
Forexample,anumber ofletters notless than 8 letters. There
are capital letters with numbers and special signs.

passwords should be always kept encrypted by using one ofthe
available encryption stylesin php language like SHA function
(salt password) or MD 5 function

4-Avoidinserting SQL statementis usually known by SQL
injectionthrough dealing with sites:

A penetrator mighttryinserting special parameterinside SQL
Statement, this throughthe site database input formtobe done
onthe database withoutinforming the designer & the in charge
of siteto give otherresults.
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Forsecuringthat we use SQL real —escape- string signto
preventinserting SQL statementtothe database.

5- Avoid writing XSS (Cross site scripting) code through the
website.

The penetrator may insertacode inthe web pages, Sothis may
lead to negative effects and risksto both the user & the website
owner.

Forexample:

Ifthere isaformthat allowsthe usertowriteacommentthen
show all comments successfully, the penetrator willuseitto
write java script code.

Forexample, whensending the commenttoserver, this code
isstoredindatabase,and whenitis shownin HTML page the
codeis donethis mayredirectthe userto another page and
initaharmful content orfishing page (it contains fake formto
getimportant datafrom a userthatvisiting the site like
passwords oranumberofavisacard. We can avoid that by
using suitable programming style like not allowing any script
inthe commentsfields.

6-File Uploads:
= | Allowingfile uploadstoyoursite may cause great risks.
= Be sure ofthefile identity, ifthe file wasanimage we

should be sure of the file identity.

For Example

file = $_FILES['uploadedfile'];

$allowedExtensions = array("jpg","jpeg","gif","png");
if
(‘in_array(end(explode('.",$file['name'])),$allowedExte
nsions))

{

echo ' : (A Wb s £ sewal) il ) sicjpg, jpeg, gif, png';
exit(0);

'}I"he Certainty of file size whichisneeded to upload:

Tobe sure ofthefile size which is about to be uploaded onthe
serverthroughthe page, it should be about 1IMB we write the
following code:

IF ($file['size']>1024000){echo’ {;'| 0 Sl caladl o> : Ua>
bl

Note

Functionarray

It creates new array which contains agroup of elements
in_array (the element whichmeanttosearchinthe array, array
elements)

To be sure ofthe 1st parameterinside the elements ofthe array

nd
(2 parameter).
Functionin_array
Functionend
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Is considered one of the arrays and meantto get back the value

ofthe lastelementinanarray.
Function explode
explode('.,$file[‘'name’])
Itsjob istotransferavariable to an array which contains several
elements & getstwo parameters:
1st: the ways of separation between the variable contents & it
could be
(space-dash-pholostop)inthe exampleitis(.)
2nd:itisthevariable content whichis meanttoturnitinto atext,
anditis ($filename).
T1- Secure SocketLayer SSL :
Itis aprotocoltosupport secure dealing with web serverand
web browserthrough a mediatorthat’s called certificate
authority CA and could be translated by atranslation sector, this
affords secure pages which uses protocol HTTPS instead of the
HTTP especially forthe websites which deals with financial
dealings orimportant dataforms.
8.Using applications and security websites tools
After finishing designing the website, we should test the web
security by using codes & similar ways to what penetrators use
and sometimesit’s called (pentesting or penetrationtesting.)
— applications that testing website security against
penetrations some ofthem are free or open source
one of the biggest open source applications that is used widely
fortestingweb security.

Isgood for SQL injection and testing XSS
OpenVas

Netsparker

CREATING REGISTRATION PAGE

(REG.PHP)
1.Designthe page by using expression web program.
Note: -

Formisusedfor passing or sending allthe datathat existsinall

the controlsfromthe webtothe webserver.
There are 2 ways for sending the form data:
1- <formmethod="GET >

2- <form method="POST">

GET

= the data is little.

= data is not secret
because it appears
on the address line of
the internet screen.

<

POST

secret and secured
data has been sent.
(important data)

2. Adjustthe form characteristics, be sure of specifying the
value of post forthe method asinthe following figure.
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Tag Properties
4=
<form>

=| Attributes
# action

(CSS Properties

#“f method

! acceptcharset

4 accesskey

¢ atomicselection

RV APV B S

= Attributes
¢ action
¢ method
o acceptch. ., |
4 accesskey

e

=7php
session_start();
7>

Note we should write this
code in the beginning of

the page before the code

<?php
include("header.php™);
=

<3php
melude("connection php"):
iffisset(s POST]Submitt )
¢
L
Stat_nser=5_ PO [['tt_vser];
Stxt_pass=1 "t
Shat_con="_

miysgl_¢ ¥("SET NAMES 'utf8'").

Seuery=mmysql_query(“insert into users

wvalues{” "Stxt_nser’.'Stat_pass’)");

<?php
Include(*header.php™)
I

The code refers to including header.php to
registration page.

<?php
Include(“connection.php™)
>

It refers to including the page that is
connected to the database.

If{isset($_post[*submit’]))

we use (if) statement to be sure of pressing
on submit button

stxt user= POST['ixt user'];

User name
{variable)

stxt_pass=$_POST[*txt_pass'];

Password
{variable)

$txt_con=$% POST['ixt_con'];

Confirming password
(variable)

Mysql query(*SET NAMES utfa™");

Solve the problem of dealing with data on the
browser screen in Arabic language correctly
without guestion marks.

squery=mysql_query(“insert into
"Stat_user',"$txt_pass')")users
values(*,

Used to add new data of a record to users
table in the database.

PHP code

Explanation

<?php

>

session_start()

It refers to the ad about using session inside
the code of the page.

After studying the possible procedures andits datainreg.php
page andits effectonthe inputsinusertable.ltis clearthatthe
shape ofthe form, it has no security rules and Precautions,

Because of the following reasons:
1. Thereis no certainty of datavalidation like (accepting
emptyfields has notest foridentical passwords......).
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2. Usernamefieldinuserstable andthisillogical, asthere
should notbe morethan one username withthe same name.
3. Thepasswordisclearwithout encryption.

Fortreating these problems: we should do the following:

AP = S T NN g AT R

click on structure in MYSQL page then lick to make
the field unique (Unique field doesn't accept
repetition)

User name field in
users table and this
illogical, as there
should not be more
than one username

with the same name.

There are many methods for encrypting passwords
one of them is using

the query MDs.

Function MD5 (message —digest algorithm)

Encryption of password.

There is no certainty of

data validation like

S0t b
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has no test for identical

passwords... ... ).
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DESIGNING PAGE -SIGN INPHP/

SIGNOUT .PHP
= Openexpressionweb and designapage calledsignin.php
* |nsertformandinsertonitcontrols
= Firstly: Creating signingin php by using expression web

2. Study the HTML code

3. Add the following php code instead of the following
place in the previous code screen:

signin.php <

<himl xmins="httpwww w3_org/1999/xhiml">
=head=
=meta conlent="en-us" hitp-equiv="Content-Languags">
=meta contem="texthiml; charset=utf-8" hitp- equm— "Content-Type" =
<T1He“=u32-—"|..5n——m11:;> et o

</head= o=
PHP code that is
<body du="rtl"> /

<?php . about Header page /
11 o cim jo("header.php"); s — ~— _,____>«"/

———— —

~apan lang="ar-eg'=<stromg><span class="gtvle2"=a55us Jeaa Jnn <fspans
<br class="styled ">
</strong™>
“diy>
<form name="admin" action="signin.php" method="post"
enctype="mulfipart/form-data™>
,aaii--n-‘-‘ A& nbspifenbsp;<input name="user" type="text"><br=<br><br >
9l A& nbsp, &nbspi&ubsp;<input names="pass" type="password" ><br>
<br =
<input name="submit1" ‘3"pe-- 'submit” value="J s>
denibsprfnbspS&nbspig o <a lwef="reg.php"> & addbea <>
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PHP code

Explanation

$sql="select*from users where
username="§usern’ &&

password="$passw"";

Through select statement we search in users table
in the database about the users name which is
iserted and put in variables $Usern and and also
search for the password that has been entered
and put in

variable on one condition the name & password
are there together and identical with the inputs.

snum=mysql_num_rows{$quary};

Mysgl. Num =rows query is used to specify the
number of registers which has been got and the

number is stored in variable $ num.

If{$num==1)

the last part of the signing in page variables num
has been tested if its value equal 1 it means that
there is only one user & his own password in users
table.

Mote that:
if the value of variable $num egual (o) this means
there is no record in users table by the input user

and password , then the page stays as
it is.

Secondly designing signing out php page by using expression

web

<?php

session_start();

mn,

['username'] =

header("Location: index. php")

exit;
rs

THEWEBSITESECURITY

PRECAUTIONS

Afterfinishing designing all websites pages and so are sighingin
3vx2| out of auser. We should secure the site by the following:
Addingthe code of the beginning of the sessionwe are asked to
doitfortherecorded useronlyas anentry.The aimis offeringthe
abilityto getthe user's nameasitisanentryonly.
<?Php
session_start()
<%php 2>
1f (@ ['username'] == "")
[
ho (" <a href='qignin php'><span lang='ar-eq'>Jsull Jura/span> </a>");

e T | |
echo ("&nbsp; &nbsp; énbs
n

knbsp; énbsp; &nbsp; knbsp; ") ;

- ||"

['username'] =

href="signout.p nhn >3p span></a>");
e

&nbsp; énbsp; &nbsp;

larg— ar-eq'>py il Jawx/s

mwu/‘_ﬂM‘ clal Gasd g [ aauaig i)




A

4 %

—

Explainingthe code

The conditional IF statement
if(@$_SESSION['username’]=="")

» Phplanguage deals withthe sign @ as avariable.
» oneofthe phplanguage rulesisto putthe sign$ before
variable name.
» $Sessionisvariableinthe server memoryforthe certainty
thatthe user couldsigninornot.

The conditionthat ‘s concerned with IF statement

itistested ifthe user name equal null whichmeansit's emptyiit

has no data, there aretwo casesiif it will be done or not.

olfthe conditionistrue (yes)

Signinbecomes a hyperlink whichisto signin pagethat ‘s called
signin.php andleaves many spaces and printonthe browser
pagethe userisn’tregistered,thenvariable sessionitsvaluein
the codeis null:

.$_SESSION['username’]=="";

Ifthe if conditionisn’ttrue.

It means: Session contains avalue is the user name:thenthe
sign out phrase becomes ahyperlinkto sign out pagethat’s
called signout.php, andleaves many spaces and printa
welcome message on the browser page “you’re welcome ‘then
leave many spaces, and write the user namethat ‘sinserted in
variable session bythe code:

$_session[username]:you'’re welcome) Echo.
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